
I. Introduction

1. Increased Connectivity in Medical Institutions
The fourth industrial revolution refers to a series of phe-
nomena in which the rapid development of core technolo-
gies such as nanotechnology, artificial intelligence, and the 
Internet of Things (IoT) brings fundamental changes in vari-
ous fields such as job creation, education, and industry [1,2]. 
These developments are expected to inspire essential changes 
in the overall healthcare system. Hospitals can innovatively 
and continuously expand from a preventive approach to pre-
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cision medicine by utilizing various new technologies such 
as big data, artificial intelligence, robotics, IoT, unmanned 
transportation, nanotechnology, 3D printing, and genome 
analysis. These technological advances can also cause social 
changes. New medical technology has increased the elderly 
population and raised the need for systematic data estab-
lishment to manage and prevent diseases. Social problems 
caused by modern health issues and changes in health status 
have triggered demands for high-quality healthcare and its 
efficient provision [3-5].
 “Future hospitals” born from such technological and social 
changes can establish the automation and standardization 
of knowledge-based tasks [1]. This will involve methods of 
connecting the entire medical process based on IoT and sen-
sor technology and increasing operational efficiency with 
real-time monitoring and feedback functions. Through these 
innovations, hospitals can aim to provide high-quality, in-
tegrated individual medical care on a continuous basis [6]. 
For example, it will be possible to provide systematic disease 
management and treatment by utilizing information on the 
patient's past disease history or lifestyle, and by reflecting 
the current state at the same time [7]. In addition, the system 
will shift to focusing on the quality of care and ensure an 
appropriate balance between prevention and follow-up treat-
ment. These processes will be done through an automated 
system that does not waste the time of medical personnel. 
Currently, with the positive recognition of innovative chang-
es in hospitals, such as the rise of the concept of the “smart 
hospital” as a form of the “future hospital,” the government 
and the private sector have been paying attention to these 
changes [5,8].
 In short, the core value of future hospitals is to secure in-
ternal and external connectivity, and to improve the effec-
tiveness of patient treatment and enhance experiences by au-
tomating and optimizing internal processes [8,9]. The IoT is 
considered to be the most important technology to actualize 
this goal. Currently, hospitals are expanding their use of the 
IoT in various ways, from medical equipment GPS tracking 
to patient assessment, and its effectiveness has been dem-
onstrated. In particular, the IoT is expected to contribute 
to realizing the values of improving the quality of medical 
services, increasing patient safety, improving management 
efficiency, and serving patient-centered healthcare when it is 
introduced to clinical sites, including medical institutions [2].

2. Development of the IoTs
The “Internet of Things” (IoT) is a term coined by entrepre-
neur Kevin Ashton, who founded the MIT Auto-ID Center. 

It refers to a network of objects and spaces that form cooper-
ative informational relationships (such as sensing, network-
ing, and information processing) for three distributed envi-
ronmental elements (humans, things, and services) without 
human intervention [10,11]. Through IoT technologies, 
objects can collect and transfer information on their own, 
minimizing human interventions. Furthermore, information 
exchange and processing between objects have led to the 
provision of better services. The structure of IoT technology 
is broadly classified into four layers: perception, network, 
middleware, and application. In the perception layer, physi-
cal/environmental data, such as temperature, humidity, and 
light, are collected through various sensors and are then 
transmitted through the network.
 In the network layer, communication technologies, such 
as the internet, Wi-Fi, and routing, are used to transmit the 
information collected in the perception layer to a computing 
device. In the middleware layer, information is interpreted 
and stored using the network for application programs re-
quired for services. Specifically, the middleware layer pro-
vides high-performance computing and storage functions 
and includes information analysis systems such as broker 
servers, permanent data storage, queuing systems, and ma-
chine learning systems. In the application layer, services are 
grouped by place and purpose, and are combined in various 
fields (e.g., housing and transportation) to provide services 
to users [12] (Figure 1).
 The formation and expansion of a network using the IoT 
and the development of IoT-based services can be seen 
through the following examples. Philips launched a smart 
lighting system in 2013, and Whirlpool introduced a home 
IoT-based smart home system involving kitchen appliances. 
Consumers have responded favorably, reporting that it has 
reduced their time spent on housework and has enhanced 
convenience [13,14]. IoT-based services are already driving 
changes and innovations in various industries.

3. IoTs in Medical Institutions
The establishment of an IoT-centered digital infrastructure 
is expected to play an essential role in implementing a “future 
hospital,” which can be defined as a medical institution that 
improves patient treatment effects and experiences by auto-
mating and optimizing internal processes [8,15].
 In this paper, we examine the emergence of the IoT and 
examples of new services that have been implemented in the 
medical field by applying IoT technology in South Korea 
and other national communities. Through this, we intend to 
explore new types of value   that can be achieved in the medi-
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cal field, and to derive suggestions on the role of medical 
institutions and the government.

II. Exploring the IoT in Medical Institutions

1. Search Strategy
Through a documentary survey, we investigated cases of IoT 
use in the medical service field, and determined the final 
categorization method by requesting an expert review and 
by classifying the types of use of the researched cases.
 First, we conducted a literature review search of two elec-
tronic databases (PubMed and Google) to identify studies 
published between January 2014 and December 2021. Re-
lated references were identified by designating “IoT services” 
and “classification sensors” as keywords, and data described 
in papers, reports, newspaper articles, and websites were col-
lected.
 Next, we requested that experts review the cases described 
in the collected literature and present opinions on cat-
egorization focusing on the technological elements of IoT 
services, the sensors used, and the data collected. The final 
classification was determined by synthesizing the opinions 
of experts on categorization. When there was a difference of 
opinion among experts, the final opinion was coordinated 
through consultation.

2.  Cases of the Introduction of the IoTs in Medical  
Institutions

1) IoTs for measuring location
A service can track movement paths by measuring the lo-

cation of people and objects. Inertial sensors such as gyro 
sensors, acceleration sensors, and geomagnetic sensors are 
mainly used for this type of tracking service.
(1) Real-time tracking service of the location of patients 
and hospital assets: As an example of a real-time location 
tracking service for patient and hospital asset information, 
the Mount Sinai Hospital has built a real-time location 
system (RTLS) infrastructure that tracks assets including 
personnel, monitors appropriate utilization levels, optimiz-
ing the productivity of medical staff. The hardware used for 
RTLS includes asset tags, autoclave tags, temperature moni-
toring tags, patient tracking tags, locators, transmitters, and 
receivers. As software, the RTLS uses location tracking appli-
cations and reporting applications, which visualize the cur-
rent monitoring status on a dashboard. The previous system 
cost about US $1,729 per shift to locate medical devices in 26 
wards, but the application of the IoT service has reduced the 
cost requirement for managing patient and hospital assets 
by about US $1.26 million per year. At Aventura Hospital 
in Florida, USA, hospitalization time was reduced by 3,000 
hours over 9 months by using the RTLS technology, which 
allowed the hospital to operate more than 400 additional 
rooms. Thus, the RTLS was able to achieve efficiency in asset 
management and personnel input, enabling medical services 
to be provided in a timely manner for positive patient expe-
riences [2,16,17].
 Yongin Severance Hospital has been seeking to transform 
into a smart hospital by establishing a digital component of 
the hospital through the involvement of medical IT experts, 
biomedical engineering experts, and statistics experts. In the 

Figure 1.   Using Internet of Things 
(IoT) in medical institutions. 
This picture has been de-
signed using resources from 
https://www.flaticon.com/. 
EKG: electrocardiogram, 
EEG: electroencephalogram, 
API: application program-
ming interface.
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event of an infection or emergency, location information can 
be monitored in the hospital's Integration & Response Space 
through an infection tracking RTLS solution. This system 
was able to overcome the limitations of existing infection 
tracking, which previously relied only on oral reports and 
CCTVs. Furthermore, movement routes of hospital workers, 
patients, and caregivers and density in the hospital could be 
identified based on real-time monitoring of location infor-
mation, allowing the hospital to predict the time and place 
of overcrowding and implement preemptive responses [17] 
(Figure 2).
(2) Idle bed identification service: Sana Klinikum, a Ger-
man medical corporation, adopted a real-time bed location 
identification system using Simplinic GmbH, an IoT cloud 
solution. Using beds equipped with pressure sensors from 
Stiegelmeyer, the system collects information about the oc-
cupancy and location of individual beds in medical institu-
tions. By measuring the patient's body pressure on the bed 
and transmitting a bed occupancy signal through Bluetooth, 
information on the occupancy and location of each bed can 
be obtained. This automated process has shortened the time 
required to search for beds, thereby reducing the burden on 
medical personnel [18] (Figure 3).

2) IoTs for measuring environmental parameters
Monitoring pollutants and pathogens through IoT tempera-

ture, humidity, air quality, water quality, soil moisture, and 
UV sensors helps to provide patients with a more pleasant 
and safe environment.
(1) A service to manage the sterile environment of operating 
rooms using temperature and humidity-sensing IoT tech-
nology: Hazel Hawkins Memorial Hospital in the United 
States uses temperature and humidity sensors to maintain a 
sterile environment in operating rooms. In operating rooms, 
an appropriate temperature of 18°C–24°C and an appropri-
ate humidity of 50%–55% should be maintained to prevent 
the growth of microorganisms, and to maintain body tem-
perature to obviate the risk of infection during surgery. In 
the past, such information was manually recorded to main-
tain proper temperature and humidity conditions. However, 
temperature and humidity records were missing during 
periods when there were no scheduled operations, making it 
impossible to generate continuous data. To compensate for 
this shortcoming, monitoring sensors and wireless environ-
mental sensors were deployed to collect data on humidity, 
temperature, positive pressure, and refrigerator temperature 
for 24 hours a day. This system has made it possible to cre-
ate an ideal operating room environment, where the growth 
of microorganisms is inhibited and electrostatic discharge is 
prevented [19] (Figure 4).
(2) A service to manage air quality in hospitals using a gas- 
sensing IoTs system: Soonchunhyang University Bucheon 

Figure 2. Real-time location system (A) and inpatient BLE tag (B) of Yongin Severance Hospital. Adapted from Medical Observer News [17].
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Hospital adopted a smart indoor air quality improvement 
service (known as the “SMART IoT Good Air Service”) 
that measures and intensively controls indoor air quality. 
Real-time IoT environmental sensors collect and transmit 
measurement data on indoor air pollutants such as ultrafine 
dust, fine dust, volatile harmful substances, and carbon di-
oxide, and on outdoor air pollutants such as ozone, carbon 
monoxide, nitrogen dioxide, and sulfur dioxide. The results 
are presented to visitors as graphs in real-time. By applying 
air quality monitoring sensors to medical services and man-
aging the air quality of the respiratory allergy center ward, 
the hospital provides a safe and comfortable treatment space to 
patients with respiratory and lung diseases [20,21] (Figure 5).

3) IoTs for measuring energy consumption
Monitoring the use of gas, water, and sewage makes it pos-
sible to implement a service to use finite resources more ef-
ficiently. Sensors such as pressure, gas, and flow are mainly 
used for energy monitoring.
(1) Hospital energy efficiency service: At Royal Adelaide 
Hospital in Australia, an IoT system was introduced to ef-
ficiently manage the energy consumed within 24-hour peri-
ods to provide medical services such as the management of 
medical devices, lighting, and the operation of ventilation 

systems. The hospital collects energy consumption informa-
tion measured from various IoT devices such as temperature 
sensors, power meters, circuit breakers, and uninterruptible 
power supply devices. The collected information is transmit-
ted to the analysis/control system to analyze energy usage 
patterns. The analyzed data are used to manage the amount 
of energy consumption and improve the efficiency of energy 
consumption. The system has reduced hospital operating 
costs, and the saved costs are used to improve the treatment 
environment, eventually leading to improvements in the 
medical services provided by the hospital [22].
(2) Hospital energy efficiency service using environmen-
tal sensors and smart plugs: Catholic Kwandong University 
International St. Mary's Hospital has been using various IoT 
technologies to reduce energy consumption in hospitals. 
To reduce energy consumption, which amounts to about 
2.5 times that of a university (30 kilograms of oil equivalent 
[kgoe]/m2) and 1.7 times that of a large company (43 kgoe/m2), 
the hospital introduced IoT services to measure energy con-
sumption and environmental variables. By collecting envi-
ronmental and energy data in real-time through temperature 
and humidity IoT sensors in operating rooms, emergency 
rooms, and intensive care units, where environmental man-
agement is important, appropriate responses can be made if 
abnormal signs are detected. Smart plugs manage the energy 
usage of medical devices that consume a lot of power (e.g., 
magnetic resonance imaging and computed tomography de-
vices), and consumption-related data from the plug-in wire-
less communication module are transmitted to the server to 
analyze energy use [23,24].

4) IoTs for measuring bio-signals
There is a wide variety of biometric sensors that measure 
pressure at various places in the human body, bio-motion, 

Figure 3.   Real-time localization using smart bed from Simplinic 
GmbH. Adapted from Medical Magazine [18].

Figure 4.   Operating room at Hazel Hawkins Memorial Hospital. 
Adapted from Vaisala.com [19].

Pulmonology and allergy GoodGood

Figure 5.   Smart indoor air quality improvement service screen at 
Soonchunhyang University Bucheon Hospital. Adapted 
from the Korean Hospital Association [20].
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and bio-electromagnetics. These sensors provide patients 
with services that monitor vital signs.
(1) A smart health service for diabetes management using 
a real-time blood glucose meter: The Smart Health Service 
frequently measures the blood glucose levels of patients with 
diabetes to prevent acute changes in the glucose level. Most 
existing blood glucose measurement methods are based on 
direct measurements of the blood glucose concentration 
in a blood sample. The existing measurement methods us-
ing blood samples cause physical and psychological pain 
to patients due to the need for regular examinations. These 
methods also place a burden on medical service provid-
ers in terms of workload and risk of infection exposure. To 
preclude medical staff ’s risk of infection caused by repeated 
blood glucose measurements in patients with diabetes and 
to ensure work efficiency, Montefiore Medical Center in the 
United States introduced real-time blood glucose meters that 
provide data obtained from a blood glucose measurement 
sensor. A real-time blood glucose meter is a device that can 
continuously measure blood glucose levels after a sensor is 
inserted once. The hospital offered this option to patients 
who needed to control their blood glucose levels after be-
ing admitted to the intensive care unit due to coronavirus 
disease 2019 (COVID-19) infections. The use of the real-
time blood glucose meter reduced the number of point-of-
care examinations by up to 60% among patients who were 
prescribed continuous insulin infusions, when compared to 
the use of an invasive blood glucose meter [25-27] (Figure 6).

(2) COVID-19 response service using biometric sensors: 
Veterans Health Service Medical Center, a medical institu-
tion dedicated to the COVID-19 response, created a medical 
environment for effective responses to infectious diseases 
by utilizing IoT technology for bio-signal measurements. 
A monitoring and response system using a wearable device 
sensor was used to measure bio-signals such as the patient's 
body temperature, pulse, blood pressure, and oxygen satura-
tion. By minimizing the frequency of contacts between pa-
tients and the medical staff, this system could reduce the risk 
of infection and enable patients’ conditions to be monitored 
in real-time. If a patient was determined to be at high risk, 
this information was transmitted to medical staff to facilitate 
a prompt response. This system also reduced the number of 
simple repetitive tasks, such as measuring body temperature 
and blood pressure, thereby improving the work environ-
ment and treatment efficiency [28,29] (Figure 7).

III. Discussion

This study examined IoT technologies applied in medical 
institutions by dividing them into four categories according 
to the type of information collected: location tracking, envi-
ronmental parameters, energy consumption, and biometrics.
 The use of IoT sensor technology for location tracking will 
provide timely medical services through the efficient man-
agement of medical devices and personnel in hospitals. As 
a result, patients will be more likely to have positive experi-
ences of medical services.
 IoT technology for measuring environmental parameters 
will play a crucial role in accurately identifying and control-
ling environmental factors that can be harmful to patients. 
This technology can help to provide a more pleasant and safe 
environment to patients by measuring not only temperature, 
humidity, and air quality, which constitute the indoor hospi-
tal environment, but also pollutants, pathogens, and radiation.
 The use of IoT sensor technology for energy measurement 
will optimize the allocation and utilization of limited re-
sources in the hospital and improve the efficiency of energy 
consumption, thereby enhancing managerial efficiency and 
reducing hospital costs. The economic value generated from 
these improvements can be returned to patients, increasing 
hospitals’ cost-effectiveness.
 Biometric IoT technology will improve the quality of medi-
cal services provided by hospitals by contributing to medical 
staff ’s efforts to accurately diagnose diseases and to provide 
appropriate and effective treatment. This technology will 
also increase the accuracy of diagnosis and treatment by 

Figure 6.   User interface of a continuous blood glucose monitoring 
sensor and its principles. Adapted from Abbott Labora-
tory Ltd. [26].
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monitoring patients’ vital signs in real-time with sensors, 
and help to identify effective measures for disease manage-
ment by obtaining information on patients’ daily life condi-
tions, which are difficult to assess in common clinical set-
tings.
 As the global pandemic of COVID-19 continues for sev-
eral years, infection control has become an important social 
issue. In particular, the IoT sensing technology described 
above can be practically applied to the five major tasks of 
facility hygiene, social distancing, contact tracking, bed oc-
cupancy control, and air quality management to prevent 
the spread of infectious diseases. Biometric sensors enable 
continuous monitoring of patients’ biometric information. 
Tracking sensors will be used to efficiently allocate patients 
and medical resources in order to minimize the short-
age of medical personnel, to identify infection routes and 
contacts of confirmed infectious diseases, and to maintain 
and manage social distancing. This approach is expected 
to contribute to cost reduction by providing an appropriate 
environment to prevent exposure to pollutants and pathogen 
infection by using environmental sensors, and by increasing 
energy use efficiency through the use of energy sensors. In 
addition, various methods of utilizing the IoT have been an-
nounced in response to the pandemic, and their importance 
in clinical practice is being further emphasized [30].
 It is certain that these IoT-based technologies will con-
tribute to realizing the values of improving the quality of 
medical services, increasing patient safety, improving man-
agement efficiency, and providing patient-centered medical 

services.
 In order for medical institutions to provide new medical 
services enabled by the integration of IoT technologies, the 
following efforts are needed.
 When designing hospital IoT services, medical institutions 
should establish information protection measures by com-
plying with cybersecurity regulations and protecting health 
management records. The Ministry of Food and Drug Safety 
has released the “Cybersecurity Permit and Review Guide-
lines for Medical Devices” to encourage compliance with 
security requirements. The guidelines classify security re-
quirements into the categories of “identify,” “protect,” “detect,” 
“respond,” and “recover,” and describe each requirement in 
detail. Medical institutions should promptly apply the se-
curity requirements specified in the guidelines not only to 
medical devices, but also to IoT devices used in institutions 
and other related services [31,32]. 
 The government needs to establish continuing invest-
ment and deregulation policies for hospitals to introduce 
IoT infrastructure. It is known that it takes more than a year 
from system planning to installation and construction to 
implement medical IoT services [31]. Therefore, direct and 
indirect incentives, such as infrastructure support and ap-
propriation of related medical fees, should be provided to 
encourage hospitals to build IoT infrastructure. In addition, 
it is necessary to lay the foundation for research and devel-
opment of more practical services under legal protection by 
actively utilizing the regulatory sandbox system.
 The government started a project to support the develop-
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ment of a leading smart hospital model to demonstrate hos-
pitals' IoT services. The results of this project will make it 
possible to identify areas that require support.
 Simultaneously, to encourage the spread of hospital IoT 
services, standardization activities should be carried out 
jointly by the government, industry, academia, research in-
stitutions, and hospitals. It is necessary to derive an agreed-
upon method for connecting various entities and compo-
nents such as devices, contents, data transmission formats, 
terminology, and external service interworking. Efforts 
should also be made to determine the optimal method by 
integrating multiple guidelines.
 Hospitals prioritize the diagnosis and treatment of patients, 
as well as disease prevention and rehabilitation services. 
Since the concept of the modern hospital was introduced at 
the end of the 19th century, hospitals have been evolving and 
making continuous efforts for the health and well-being of 
patients, and today, the pace is accelerating due to dazzling 
advances in science and technology. IoT technologies will 
further accelerate the development of hospitals by improv-
ing connection and accessibility among various entities and 
by expanding communication in the medical environment. 
Therefore, it is expected that IoT technologies will become a 
key element in supporting hospitals to perform their original 
functions more faithfully.
 This study is an exploratory study on IoT services that can 
be utilized in medical institutions. As technology advances, 
various technologies and applications can be found. There-
fore, continuous expert review and structured case studies 
are necessary.
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